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! Spoofing is attempting to gain access to a system by using a false identity.

2 Tampering is the unauthorized modification of data.

3 Information disclosure is the unwanted exposure of private data.

4 Denial of service is the process of making a system or application unavailable.
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:Information gathering® 1-2-3
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s Advanced Port Scanner y Advanced IP scanner  slaasl,) .ouS

Nmap aolip b, ¥-Y-1-)

ik e wls (Sul b 48 al> 6 ool ;o Nmap Output -

Tools Profile Help

Target: |192168.1.7 |z| Profile: | Intense scan Cance
Command: |nmap -T4 -A -v192.168.1.%
Hosts Services Nmap OutputIPortsf Hostsl Tupulugyl Host Detallsl Scans|
——
05 4 Host - nmap -T4 -A -v192.168.1.* EI Detail
1 19216811 -
) Starting Nmap 6.47 ( http://nmap.org ) at 2015-18-22 81:27 Iran Standard Time I}
7 192168.1.50 Loaded 118 scripts for scanning. |
W 192168155 Script Pre-scanning.
Initiating ARP Ping Scan at 81:27
Scanning 255 hosts [1 port/host]
Completed ARP Ping Scan at @1:27, 2.81s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 255 hosts. at @1:27
Completed Parallel DNS resolution of 255 hosts. at 81:27, 8.24s elapsed
Nmap scan report for 192.168.1.8 [host down]
Nmap scan report for 192.168.1.2 [host down]
Nmap scan report for 192.168.1.3 [host down]
Nmap scan report for 192.168.1.4 [host down]
Nmap scan report for 192.168.1.5 [host down]
Nmap scan report for 192.168.1.6 [host down]
Nmap scan report for 192.168.1.7 [host down]
Nmap scan report for 192.168.1.8 [host down]
Nmap scan report for 192.168.1.9 [host down]
Nmap scan report for 192.168.1.10 [host down]
Nmap scan report for 192.168.1.11 [host down]
Nmap scan report for 192.168.1.12 [host down]
Nmap scan report for 192.168.1.13 [host down]
Nmap scan report for 192.168.1.14 [host down]
Nmap scan report for 192.168.1.15 [host down]
Nmap scan report for 192.168.1.16 [host down]
Nmap scan report for 192.168.1.17 [host down]
Nmap scan report for 192.168.1.18 [host down]
Nmap scan report for 192.168.1.19 [host down]
Nmap scan report for 192.168.1.20 [host down]
Nmap scan report for 192.168.1.21 [host down]
Nmap scan report for 192.168.1.22 [host down]
Nmap scan report for 192.168.1.23 [host down]
Nmap scan report for 192.168.1.24 [host down]
Nmap scan report for 192.168.1.25 [host down]
Nmap scan report for 192.168.1.26 [host down]
Nmap scan report for 192.168.1.27 [host down]
Nmap scan report for 192.168.1.28 [host down]
Nmap scan report for 192.168.1.29 [host down]
Nmap scan report for 192.168.1.38 [host down] o

lacenls oSl V-1 s

Ports / Hosts -



o zenmap

Scan Tools Profile Help

Target: | 192.168.2*

[v] Profles | tense scan

Cormand:  nmap -T4 -4 -y 102.168.2%

Hosts Services

08 4 Host ~
< 192168211

19216828
< 192168.24
< 19216823
W 19216622
19216821

% Zenmap

Scan  Tools  Profile

Target |192168.1.7

Mmap Outpufl Ports / Hast

[repotogy | Host Detais | scans|

E=allea =]

Cancel

4 Part 4 Protocal ate 4 Service 4 Wersion Al
@ 545 tp open  netsupport  MetSupport PC remote control (Hame PCO9-SITEZ)
0 135 twp open  msmc Micrasaft Windows RRC
@ 139 tep open  nethios-ssn
@ 43 top open hitp Whiusare Virtus|Center b service
@ & iy apen  netbios-ssn
0 M tep open  wmware-auth Vhiware Authentication Daernon 110 (Uses VNG, SOAP)
0 1 tep open  winvare-auth Whiware Authentication Daeran 10 (Uses VNG, SOAR)
@ 1935 tep open  rtmp
@ 49152 tep apen  mstpc Microsoft Windows RPC
@ 48153 twp open  msrpc Microsaft Windaws RPC
@ 49154 top open  msmc Micrasaft Windows RPC
@ 49155 tep open unknown
@ 49156 tep apen  msrpc Microsoft Windows RPC
@ 48157 twp open  msrpc Microsaft Windaws RPC

Help

|E| Profile: | Intense scan

Command: |nmap -T4 -A -v192.168.1.7

[ Haosts ” Services

Mmap Output | Ports / Hostsl Topologyl Host Details IScans

:Host Details

RGO IPCVY IR Y

Cancel

05 4 Host
L 19216811
I 192168150
I 1921681.55

by SeS L) oSt IS (559055 Olgise 25 nea 0 e y5ke TOpOlOGY -

1192.168.1
= Host Status
State: up
Open ports: 5 D
Filtered ports: 1

Closed ports: 994
Scanned perts: 1000

Up time: Not available i
Last boot: Not available
= Addresses

Pvd: 19216811
IPvE:  Not available
MAC:  CC:5D:4E:F0:6E:88
= Operating System
Huawei SmartAX MTE00u-T ADSL router, MexStor

Mame: Mexsan ATABoy2x NAS device, ZyXEL ES-40244 switch,
or ZyXEL Prestige 650HW or 660HW ADSL router

Accurcy: L
Ports used
05 Classes

Comments

egd Nmap



= Zenmap = | <]
Scan Tools Profile Help

Target: | 192.168.2 [=] rofites |intense scan [-] Cancel

Command:  nrmap -T4 -4 v 192,168.2.%

[Laste ][ services | [ Nmap Qutput| Parts # Hosta Topology [Host Details| Scans|
05 4 Host * | [Fosts Viewer Cantrols Save Graphic
116001
< 192.168.09
< 192.168.28
< 11608
< 192.168.23
W 19206802
< 11601

192188211

O192.168.2.2

Gl Bz e &)
Cpel At ray &S

el e B

192.168.2.9

ASed S (sl FF U5
(Jlgpl b olsl Y-)-y-¥

20 o2l <l )] &y Jeto SladSii 5 ismalS S e (stiel silme g S 5T Jlas b Iyl
b s S5 b a8l 55k 5l anlyse oS (slaaliy p0 0,00 29,5 9 0959 o0 b Oy FOOYF m VY
3o b g wS Sledbl Jols olS o cpl 51 (SO Bk 5l laas ool alil bl )l o Ko gaeli
Shg Sl Gleses ek a5 0,5 jeal asly 90 Glgicad T a5 g5, 99> lp Ty LeelS o ()l
Gladal p ¢ sl <L ,0 9 Jlo )l sladsl p &,5 g 50 diile calizre (slo g g dsl 5 .aisS oolaiul
S (SSG A5 Sy Joloppians g 0l BLST )0 055 595 b oSl Gyl 5l plg aSul 6l g cr
b ple 1) lase &g 0)less TCP 230 Lot bl Sl 5l sl plaS 4 by pe 00 s 3l (95T
Mol )5 «)s ol 5l gl jorm a5 Glojlad b ply 1) daie &g 0jleds 5 (Lbogs atse ol
S e 4 paide GBSy Syg ojled Wb aSld Cov adly ya ulpln aes 13 WS e Tagid
5 bayg Cond WS 55, 5 4y IANA( Internet Assigned Number Authority)? e
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sl 39290 WWW.1ANA.0rg/assignment/port-number . ,o1 ;s plaS,0 4 by o slaasl

Aol oo Clas 4 (ogas Gla s dacs g 5l Sy

Y FTP
Yy TELNET
Yo SMTP
A HTTP
AR POP3
f¥Y HTTPS

o5 (n Amtee BT S5

Network profile 3-1-2-3

Q;M).a) Gawwd [l 4 |y baSis Colug,Sole Y ja0i 5l

Home!
Work?
Public®
Domain*

oS S ol a4 YU e Leb el Jls b Sleglass o b bl ol 5l AlaS ja glis

Network and isw o Jo JsS 50 by jeis Glp oS o Joo jailpSosn Jlgpld
DS Obl ]y gl egase bligp a5l slao IS 51 S5 ,» I, Sharing center

109 o0 pll Jhgy 90 4 Jlg 8 0 aoli p slayg (40,5 3L L

rb-‘-’)-’«.iu‘)uiwbu)ymwwao)bldlf),) ESQ&J@:J5|U$9) _
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http://www.iana.org/assignment/port-number

0 Hl Control Panel » All Control Panel Items » Windows Firewall » Allowed Programs

e — = |
Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.
What are the risks of allowing a program to communicate? [ '@' Change settings
Allowed programs and features:
Marme HomeWork (Private)  Public =

o e -
(1 BranchCache - Content Retrieval (Uses HTTP)

(1 BranchCache - Hosted Cache Client (Uses HTTPS)
(1 BranchCache - Hosted Cache Server (Uses HTTPS)
O BranchCache - Peer Discovery (Uses WSD)

O Connect to a Metwork Projector

Core Metworking

(] Distributed Transaction Coordinator

Fast and Secure Gateway to Internet Freedom

Fast and Secure Gateway to Internet Freedom

Fast and Secure Gateway to Internet Freedom
[(1fa731p.exe

ODoOo0o0oOoROOO0OO0O0

RNEREKORKOOOOO

-

[ Details... ]| Remove |

| Allow another program... |

aaliy oy 53,5 5b L (e g, F-Y IS

5| S pin by, onl eee Advanced settingas ;5 o ly wb Jlgpls j0 1p90 b, -

Ll J8 b,

P R Gy Windows Firewall with Advanced Security on Local Computer Actions

= Inbound Rules

% Outbound Rul ] ; ) - B
C:nn‘::::ion ;:csurity Rules Windows Firewall with Advanced Security provides network security for Windows computers. @ Import Policy...
[ % Menitering @ Export Policy...
Overview - Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Firewall is on. View
O Inbound connections that do not match a rule are blocked.
|G Refresh
@ QOutbound connections that do not match a rule are allowed.
Properties
Private Profile is Active L Help

@' Windows Firewall is on.

O Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.
Public Profile

@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

| Getting Started -

el sl 9,8 5L L (i og, V- S0

+ | Windows Firewall with Adv...
|

-



25,0 3929 Jls 6 0 Rule E95 90 109 iy yaS Rule! < wb ov9y Ol

G55l a4 atulgS U slaosls 55, 51 45 cel le3 Jels @ Inbound Rule?
AS s

S5 ol paw 3l aiuleSl glaools zg )5 5l a5 sl ciled Jolis outbound Rule® -
A8 o

: Information Gathering* ol uei plyp o Jlio glroly Y-Y-Y

i (syeb 1) Wgd Jate lag] 4wl pasin )5 a5 oleolSiws Koo g oy, -
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Sre e ol (gl aSl yo 1y olKiwd (B olgioe omizee aS eolixal filtering
(.s,5 invisible
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Wire a5 o5 o «a5 Packet sniffer oMol jo sgs oo solaiwl |15 pl sl a5 olal8le 5 o
ar S aS WS e ssaline ) peal )0 S9d e Jle sk e Cles 4 bl 51 S shark
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== |

e g e terface 0
# Ethernet I Sr BYT. 79 ), Ds Giga-| 48 (00:24:1d:bc:
Internet Protocol Version 4, Src: 192.168.2.2 (192.168.2.2), Dst: 192.168.2.11 (192.168.2.11)
Transmission control Protocol, src Port: 49340 (49340), pst port: 80 (80), seq: 1, Ack: 1, Len: 676
= HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "username” = "1ijhrrrfdc”
Form item: "password" 23456"
Form item: "redirect’

Form item: "user_login" = "EZIEZIEZIEEEE] EEIEEIEEIRE]

0000 00 1d bb 79 08
0010 00 00 cO a8
0020 c e ed 42 20 41
0030

53 54 20 2f
0040 [8els 48 54 54 50 2f

C - 06 e B mald] :

=
- 122785
BN oy e 4

0

TAMTA |

wire shark ;1 soliiuwl by IS 5 jgu 5 oy 92 0aolie Y-A S
s 9y & Selet ALl 50 (6,50 25 5l S bl 095 g (59, H9my ot lge
DS 09l |y 00,5 0 lg 0,8 j0 IS aS Slaosls

S i @-man-in-the-middle s g0 o : i g @

S law Https 1, packet sniffer 1580 6 5 gios

Sniffing ade blaw ololasl v-v-f
5 a8s Sl ) cblis al8 sl oS ss8 1, a5l gat it s lesle oS5 el

1 Network Segmentation



s9 9 BEWLIS o a5 olad g g vy Jlie joka S (6,5, S5 jeka | lbls)l -
oS ol 358 6,550, IP SEC Y Ly SSL asile ol JSsen &b 5l Ssdee J 99,
sl ooliiasl B, 5,le (gl S, a5 555 o

:Spoofing? 5-2-3
A5 50 dei Sy _ink T 50,5 e gy o)l dKad ,0 ledlbl g glaaz S ol
oolal (S cod bled 1y ind ol a5 T ez oyl SOl 53085 dlas g9 ol (5lp el
Mac oS esliul 93 Qb 5 e 6a5ed UKo 5l aSiyl ol Sl sk S oo
2 S e olesle o3l 51 SO IP L Mac address bl |, bd IP L address

b salys ood ansb )T pb 4 o) Slaladl ples azs

Spoofing ade slie <loludl ¥-Y-§
&S ol )l Glosle J3ls GbIP 5las Sless og,9 51 a5 Proxy sbelssle 5 5l eolawl b -
297 23 5o o plgise Jle yal oS (S sl (25 lalP ey Tyl ) T el
Qlgt soges IP L sy ol o,k 5l ais o816 5 S (5,5 5l> Private sblP oy, 5
e 3l
eSskr S i a5 i I TP S, Sl e iy o oSy 25 ) -

i ,g w w9 yo htaccess L1 L LT

Sede bl T sloalisy 5 adisy T 59y Sloslatd 5 925 00 )18 adisy
318 plxil htaccess b ylgh o0 a5 oo, 51 5y

:Error documents ¢y poo -

Colae Glesgs Hlaiae Slxio 4y (55w Gyl b ol azlye Dy00 j0 1) )15 wilss oo

! Internet Protocol Security
2434

3 Fake

4 Configuration



)‘ M)L.c 09.»» ol 99 Lgc\.b.w‘j 4 S us.«o aS @LQ)5)‘ )‘ ‘5‘>).>

b adg (639,5 Sy9me 3 5, a6 )5 a5 weo o 7, Syge ,o Unauthorized? _eo 4 :f+) 5

Al 00,55 0 )lg cawyo 1, L8

ALl 092y 0 (SlgBE Gueo) algy b b1 a5 was o 7, Sy Not found ae 4 :fef 5

sk

Fails conlin yg oy Sleslais a5 sas o 7, Sl INternet server error e 4 :e¢ 44,

dlo gl olgsds Glmiano a5 1, YU slayg,l o)lgs oo htaccess L jo 5 a8 axhd l eolasl b

ErrorDocument 401/error pages/401.html
ErrorDocument 404/error pages/404.html

ErrorDocument 500/error pages/500.html

Q‘93L5A aS el alg S5 ubj.ou o S )'| 6)-555 leds] 6)31[*'.’ C;La:ol) )'| g;-‘ Fo¥ 9,
b S ools 3 L g htaccess L o Directory index o5 Jbs &b 5l 1, of
Fo¥ 5, soslie Directory index s,s isels amcss,S b ade ol ,o index.html

S LSl
ErrorDocument J_9J|..\J/_)Jb_3 )40 dx o

43S WS e e (Sl 00 & htaccess LIS as ols sg>g ola,lpl lo o JyuS 58T 5o

el 59, Slmio o paw sl Cpanel o a8 o error pages

1 olsa e
2 Misconfiguration




'
. f__ﬁ.
Apache Image
Handlers Manager
MIME Types Cloudfiare

N
Index
Manager

Advanced

o

Error pages

]
i (J S ool
A el FrontPage®
Cron jobs MNetwork Extenslons
Tools

Cpanel Ju Jyu8 ,oerror pages au;s -V Jgo

s A e SO Sle 3 L IS aS 05 ol les o Sl ol sl sl b :Redirect -
s gz b g (SYsb oydT Sy 0,5 s g o9 el wilos S o S ()T L ML gy
s Shop.aftab.cc ol oo ls wabe Jlis jghay axly jue G a0 calizes o pomns 51 2,18

& 1) ogb e culaa Shop asg 4 a5 loyws S0 3 www.Shop.aftab.cc

Caals S w dalisie slaasals 1l plS Jlasl b g oS culon http://aftab.cc/shop

3 llS melys o Sis . 03l AT 45 (6 s 45 by ] cilisee Sz 51 ol lS Culom b

&lp oS Colan cole Llge sass & |, Muaftab.cc L 4 Mobile.aftab.cc sls yone

1o ¢ NtACCESS LB o 15 0l ploxl

Redirect/ asud e http:// wus> jowo

Subdomains Addon
Domains

Qas e sl 1) IS pl Cpanel Jo J,u8 o Redirect |3l

&

Parked
Domains

Domains

&

Redirects

Simple DNS
Zone Editor

Cpanel s J,u5 0 Redirect |l ) «-v S

J=é Wildcard ISl Redirect s a5 5,50 ;0 Sowlins 4> 4 Redirect ,» Wildcard

Ld oyol lel 4 s oad lax wad ol Redirect 0o 48 Gl sleiil ) Shay adl

colae aftab.cc 4 aftab.cc a5 wib suis wulaws 4 aftab.cc/v.php s sy )5 510 o

Sg 50


http://www.shop.aftab.cc/
http://aftab.cc/shop

Add Redirect:

A permanent redirect will notify the visitor's browser to update any bookmarks that are linked to the page that is
being redirected, Temporary redirects will not update the visitor's bookmarks.

Typ* Permanent 7(301)}El|

http://(www.)?| websamin. biz E]/ :i_\_u U'“J"i
redirects to— | http://www. websamin.com

| @ :aaba Gl

www. redirection: () Only redirect with www.Redirect with or without www. © Do Not Redirect www.
[l wild card Redirect

B

Cpanel Ju J,u5 ;0 0,5 Redirect \)\-v S

5 ooliiwl b .cole calises slo bl 4 lbade <9, oy o :Password protection! -
Zl3S 8 g 398 o0 ol htACCESS [0 a5 55 oS axkd

toyxiy Ol s

AuthName”Member’s AreaName”

Dl sleoysuy o i) ssle slbedals
AuthuserFile/path/to/password/file/.htaccesswd

AuthType Basic

require valid-user

A2 | S WWW o 51 L3 oo j0 1) ooy (g9l JiB L 5 ) 4SS

13‘)}...%1_.\&2&;




htpasswds sls slacg jo g PasSWd sl b o gus 5 0 )39 ol b (2,8 st ok 1V 4SS

e oo Sl WWW 51 YL s G o
A |3 5 S0 4 35 g md )i Sl il 50 00 MDS & 00 4 sl s gun 1Y A3SS

Lol oo ans IS pl sl password protect directory gas ;S :f aiss
S e ol g, htaccess L 5 oS sl admin.php slo bl G 0g3 ol Canl 40 iy pod

RVPIALE

htaccess U 1 S (59 ol S 3 ygumy

HELP LOGOUT

- 'cPanel Accelerated,

1¢( Security A

G @ & WA T S

Password 1P Deny  SSL/TLS  SSH/Shell  Hotlink Leech GnuPG
Protect Manager Manager Access Protection Protect Keys
Cirectories

htaccess ;o laaig gl b g9, HbldS S gms e Y=Y IS0

S 0 yed ) Dy Ay A Axdad (ISl 6l

AuthUserFile /.htpasswd

AuthName "Name of Page"

AuthType Basic

<Files "mypage.html"> a0 yee Jols wyol 5 als
require valid-user

</Files>

el gl S>45 g 5,5 By ,> s htaccess L :daiss

O las el oilgd 55 o Uas 1 i8S § ol owle 16 Ly htaccess LG :F ausS

g s




o> GLIP LIP g o ;5 tsle 5l eslawal L :Deny visitors by IP address? -
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Void SomeFunction( char *pszInput )

{
Char szBuffer[10];
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$foo=$ GET[‘Foo’];
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{
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else

{
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{
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| SQL injection allows an attacker to manipulate the database with maliciously—crafted requests.
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0S Command Injection ]

"

server into a bot (launching point) to attack others.

05 command injection allows an attacker to execute unintended 0S commands on the web server
with malicipusly—crafted requests, which could lead to leaking sensitive information or turning the
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Eval () Passthru ()
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Unauthorized Access to Files
L exploiting PathName Parameter

)

If not careful, web applications that allow to specify a filename as argument could be exploited to
access the files not supposed to be viewed.

Malicious
Attacker

&

Fridi) ERE ETL HEANY  O-KD sk

| L T [ ———

file=
Contents of the secret txt file
name, telephone number

«|D, Password
=efc.

| A-FRETEELE

I ¢ ot dricEa il .-".-r.--l.:lJ =] o
/.. /sscrat. txt|

=Personal Information {address,

5 I Am-derb

e

formation %
Leak

Ww”wswslfdmr_;%

bostalng Lol g s 1) jopm 65, 00l 0233 o bl Wig o So : Jlaxa! Slyags ©

RO E-RCS

15,18 059 axgi a5l A placulucs O

O")‘b )‘ ‘) J.)L‘B cj.’ e l.s ‘BL» as ‘.\.‘.‘SLSQ oolazw! LSJLQML!)J )| aS @L@wlﬂ:g_g -

o ookl ) Cole B sy pb loasl (i Jlle S (o0 2L 0 ()1 sla il

lg3 o )5 s (§9) 0db 0 S (S5 L alil

..\.‘SGAUWJJ)UAS‘.\.‘.‘SSA o).:.">.5 LSJLQJJls 59 ‘) ).3)[5 6l—°g§‘>j)5 LQ:L@L’).’ ‘5">).3 -

(29 2 BB Gialpg s ail)

Sl Lol ilosgs alas pl 4y bogs e ouis S slacolussy 5l (o8 duoyo : 0l ()55 Slasags ©

! Directory traversal vulnerability
2 Directory traversal attack

sl L33l o by
: 6“‘-.‘.‘-; 6L‘°J’°‘) (@)



b ) i johay ()15 Gl yal)l I jgym (g3) 00l 0p3d Glo bl pe b g pL -

ooliinl (o (o 50 it 5l oolil (4g90) 00l WSS Lo 51 L1 S Slg 8 pKn -
DS Co poe e joka |y b b pw s maw -

il oats el jlre né slo bl b oS oy |y s ol =

S 2 eold musgs session hijacking cow jo ol 5l e 1oy Cowyol o i ¥-)-7
! ST oS oo ol gl bt cax oI5 ,a sl Seesion Id O oy cov slaasl
s 4 by, Seesion Id wilg o Ko 0gii Copae g adg Swyoa Seesion Id
@S (g (G988 OlR)5 et Sleas (gl pola 5 o 1) (Seilp)lS

Sgds oo aidS Lol 8 s ol 10 0,5 0 Oyg0 g (pl Giyb 4 slale>

el 3 SIS &g SeSSION 1d oo

Guessing Session ID ]

| Attacker tries to find a mechanism used to create the session ID and guess a valid session ID. ‘
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Stealing Session ID ]

| Attacker steals a legitimate user's session

ID by setting a trap and,/or sniffing network.
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\_\. P Y -
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e et 5
Session ID obtained 3. Pretend to be the
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[ Session Fixation ]|
Attacker makes a legitimate user use the session |D preobtained by the attacker and pretends to
be the user when the user logs in to the web site using that session ID.
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